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By identifying and resolving  
vulnerabilities early in the software 
development lifecycle, your team can 
substantially—and cost-effectively—
reduce information risk. 

Only recently have companies begun 
to meaningfully integrate security  
into the software development  
lifecycle. Secure coding has been 
greatly advanced by the adoption of 
formal software security assurance 
methodologies such as Microsoft 
SDL, OWASP’s SAAM and BSIMM. 
Central to the successful implementa-
tion of these methodologies is role-
specific training for all development 
staff—whether they are architects, 
developers, QA testers or managers.

Our courses for development teams 
begin with an overview of fundamental 
secure coding principles. Students 
learn the many ways in which  
vulnerabilities in software code may 
be exploited by attackers and are 
shown the value of secure develop-
ment. Building on this understanding 
of the risks inherent in software  
development, students learn solid 
architecture, design, testing and  
implementation principles. From 
there, they explore ways to root  
out security issues within existing  
systems and how to effectively  
respond to evolving security threats.

All software development teams 
have a critical role to play in  
protecting sensitive information.
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Introduction to Secure C/C++ Coding 1

Learning Objectives

1.1
Background on C and C++ 

By the end of the scenario the  
student will be able to:

• �Identify the key attributes  
of C and C++

• �Contrast C and C++ with modern 
programming languages

1.2
Vulnerabilities in the SDLC

By the end of the scenario the  
student will be able to:

• �Recognize the common causes  
of software bugs

• �Describe the cost of bugs  
associated with phases of  
the development lifecycle

Overview
This unit introduces students to the key attributes of C and C++ and sets a foundation for those interested in working with the 
C/C++ family of languages. Following the survey of C and C++, the student is introduced to the vulnerabilities that exist in the 
Software Development Life Cycle (SDLC) and common causes of software bugs. 
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Design Bugs 3

Learning Objectives

3.1
Handling Input

By the end of the scenario the  
student will be able to: 

• �Express the importance of  
validating input

• �Describe the impact of metacharacter 
vulnerabilities

3.2
Errors and Exceptions

By the end of the scenario the  
student will be able to: 

• �Compare good and bad exception 
handling techniques

• �Understand the importance  
of proper logging

3.3
Privileged Programs

By the end of the scenario the  
student will be able to: 

• �Recognize the implications  
of privilege within C and  
C++ applications

• �Appreciate the implications  
of privilege escalation issues

Overview
This unit focuses on design bugs, exceptions and privilege. After a primer on how to properly handle input, students review and 
compare proper and improper exception handling, with a focus on both what not to do, as well as how to appropriately handle 
exceptions. Students are then given the information necessary to recognize the implications of privilege within C and C++. 
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4Privacy and Secrets

Learning Objectives

4.1
Handing Private Information

By the end of the scenario the  
student will be able to: 

• �Express the implications of  
privacy issues as they relate  
to the development of software

• �Identify common types of private 
information

4.2
Cryptography

By the end of the scenario the  
student will be able to:

• �Understand the mechanics of public 
key cryptography

• �List current cryptographic standards

4.3
Passwords

By the end of the scenario the  
student will be able to:

• �Contrast between inbound  
and outbound passwords

• �Describe the importance of  
password hashing

4.4
Random Numbers

By the end of the scenario the  
student will be able to:

• �List the situations in which random 
numbers are necessary

• �Identify sources of good randomness

4.5
Secrets in Memory

By the end of the scenario the  
student will be able to:

• �Appreciate the risk associated  
with secrets in memory

• �Describe common techniques for 
protecting secrets in memory

Overview
This unit focuses on keeping private data private. Students are given an overview of privacy issues that relate to the development 
of software and the negative implications that can arise from improper handling. Students then review effective methods and 
tactics for protecting privacy and secrets, such as cryptography, passwords and random numbers. 
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5Securing Code

Learning Objectives

5.1
Comparing Verification  
Techniques

By the end of the scenario the  
student will be able to:

• �Compare and contrast static  
and dynamic testing techniques

• �Describe the synergy of using  
multiple approaches

5.2
Manual Code Review

By the end of the scenario the  
student will be able to:

• �Identify the pros and cons of  
manual code review

• �Describe the steps to properly  
review source code manually

5.3
Static Analysis

By the end of the scenario the  
student will be able to:

• �Understand the benefits of  
static analysis in a continuous  
improvement process

• �Explain the technique known  
as taint propagation

5.4
Dynamic Analysis Techniques

By the end of the scenario the  
student will be able to:

• �Describe the benefits of the fuzzing 
testing technique

• �Explain the various forms of fuzz 
testing

Overview
Robust with analysis, review and verification techniques, this unit teaches students to protect data through formal methods. 
Students are given the tools necessary to compare and contrast static and dynamic testing techniques and to recognize the 
value of various approaches to accurate code review. 
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Interface & Interactivity

Easy to Navigate 
Interface
All Safelight courses off er interfaces 
that are easy to navigate. Users are 
guided through the course content 
in a logical fl ow. From any screen, 
users can pause and fast forward the 
content, request to view a transcript, 
and navigate to a specifi c topic via the 
Menu option. 

Interactive Learning
The course has been designed with 
user interactions that keep students 
engaged and reinforce their learning; 
students are often asked to click on 
the screen to answer questions or 
make a selection.
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Auto-Scrolling Transcript
The course comes with an integrated 
transcript that auto-scrolls with the 
course audio. This feature can be 
expanded or collapsed depending on 
the student’s preference. Transcript 
translation is helpful for students who 
speak English as a second language and 
is available as a course customization.

Integrated Assessment 
Quizzes 
The course off ers integrated assess-
ments for each module. Each client 
can specify a pass/fail threshold for 
their students. All results from the 
assessments are written back to the 
host Learning Management System 
so that student participation can be 
tracked and audited.
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Engaging Topics

Memory Corruption Bugs
This course explores in depth the 
most common fl aws seen in C++ 
applications, with a special focus 
on memory corruption issues.

Exception Handling
This course equips developers to 
avoid common software issues by 
teaching them specifi c techniques, 
such as proper exception handling, 
that yield more robust code. 
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Dynamic Analysis
This course prepares developers 
to use formal analysis, review and 
verifi cation techniques to increase 
the security of their code. Students 
learn about the role of dynamic 
analysis in catching coding errors.

Handling Sensitive 
Information 
This course emphasizes that the 
sensitive information processed by 
applications is highly valuable and 
thus the target of most attacks. An 
in-depth section prepares developers 
to identify and protect valuable 
information within their applications.
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We bring an uncommon set of perspectives to our work as security educators—
we understand how developers build technology, how organizations use it and 
how attackers break it. 

• �The depth and breadth of our  
security knowledge and experience 
is unmatched among training com-
panies. Security is not one-size-fits-
all and we are uniquely positioned  
to understand what security means 
for your organization.

• �We are solely focused on education. 
Unlike security consulting firms 
that add a day or two of training 
to their engagements, we are fully 
dedicated to developing and deliv-
ering educational content—whether 
instructor-led or on-demand.

• �We speak the language—a few  
in fact! Development, IT, security, 
lines of business—they all speak 
a different language and come to 
security with different perspec-
tives, biases and (sometimes) 
misconceptions. We are fluent in 
the language—and the culture— 
of each of these groups, making  
us ideal translators in organization-
wide conversations about security. 

• �We are adaptive, flexible and client-
focused. Our modular curriculum 
offers flexibility and we know how 
to get education programs up and 
running quickly. 

The Safelight Difference

General Staff 
Information Security Awareness

Information Privacy Awareness

Security Awareness for  
Management

Development Staff
�Introduction to the Secure Software  
Development Lifecycle (S-SDLC)

Application Security  
Fundamentals

Secure Java Coding

��Secure .NET Coding

��Secure Web Coding

Secure C/C++ Coding

Architecting Secure Systems

QA Testing for Secure Applications

Language-Neutral Secure Coding

IT Operations Staff
Security 101 for Systems  
Administrators

�Database Security  
Fundamentals

�Infrastructure Security  
Fundamentals 

Courses-at-a-Glance

GS DS IT

On-Demand Course

Instructor-Led Course

Coming Soon

COURSES
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Information Security Awareness

This introductory course is designed for 
all general staff in roles such as human 
resources, legal, marketing, finance, 
sales, operations and customer service. 
This course equips employees to 
recognize the value of different types of 
information, to understand the scope, 
nature and origin of the diverse risks 
to such information, and to behave 
proactively to protect this information 
in their everyday work. Topics include 
computer crime, social engineering, 
physical security, technology threats, 
and information security self-defense.

Information Privacy Awareness

This introductory course is designed 
for general staff in roles such as human 
resources, legal, finance, marketing, 
sales, operations and customer service 
who handle personally identifiable 
information (PII), regulated financial 
information, protected health  

information (PHI) and organizational 
intellectual property as part of their 
jobs. This course equips employees 
to recognize different types of private 
information, to identify the diverse risks 
to such information, to understand 
their organizational, regulatory and 
legal responsibilities in handling private 
information, and to take the neces-
sary steps to protect it. This course is 
specifically designed to help companies 
comply with State Privacy Laws such 
as MA 201 CMR 17. The course may  
be customized to meet the specific 
compliance requirements of the laws 
and industry regulations under which 
your organization operates. Topics 
include identifying personal informa-
tion, the electronic transmission and 
storage of personal data, physical data 
handling, maintaining data security, 
overseeing service providers and  
identifying other types of sensitive data.

Security Awareness  
for Management 

This course is designed for executives 
and senior management across  
your organization. This brief, focused 
workshop equips your organization’s 
leadership team to identify the infor-
mation risk inherent in your operations 
and to evaluate strategies for mitigat-
ing this risk across the organization. 
Topics include security myths and 
misconceptions that disable your 
organization, real-word threats, the 
impact of security and regulatory  
compliance, high-level security 
principles and strategies, and current 
information security best practices.

General  
Staff

Security is every employee’s responsibility. There is not a person in your  
organization who could not do something—however unwittingly—to expose 
sensitive information. General staff across marketing, human resources, 
sales, operations, legal, finance and customer service handle personally  
identifiable information, payment information, protected health information, 
intellectual property, confidential company plans and financials. Many of 
these people carry this sensitive information into the world outside the  
office on laptops, mobile phones, USB drives and paper—just in the course  
of doing their work every day. 

Security rests in all of these employees’ hands in different ways. A misstep  
by any of one of them could create an opportunity for a motivated attacker.  
A shift in the way employees think about and protect sensitive information 
can be a company’s best protection. Safelight’s on-demand and instructor-led 

courses for general staff are designed to reduce your organization’s informa-
tion risk by increasing security awareness among your business staff.

GS

On-Demand Course

Instructor-Led Course

Coming Soon

COURSES
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Introduction to the Secure Software 
Development Lifecycle (S-SDLC)

The most successful security education 
programs are role-specific and cus-
tomized for each organization’s internal 
policies and development method-
ologies. Safelight starts Introduction 
to S-SDLC by interviewing internal 
security team and development staff to 
understand development team policies, 
controls, and methodologies. One to 
two weeks of customization will result 
in customized role-specific courses 
designed for application developers, 
project managers, architects, quality 
assurance testers, and systems and 
database administrators. This course 
equips the entire development  
team to reduce information risk by 
deeply integrating security into the  
development life cycle. Topics include  
internal policies and controls, applica-
tion security fundamentals, secure 
coding, architecting secure systems, 
and testing for security. 

Application Security Fundamentals 

This foundational course is designed  
for all staff who participate in application 
development projects—developers,  
architects, testers and project  
managers. This introduction to applica-
tion security equips students with a  
common vocabulary, an understanding  
of common attacks against software 
and a set of tools and techniques for 
building more secure applications. 
Topics include the OWASP Top 10, key 
security principles, setting information 
security goals and controls, validating 
and sanitizing input and output, and 
managing risk and security in the SDLC.

Secure Java Coding 

This role-specific intermediate course 
is designed for experienced Java 
developers and architects who work 
with Java development teams. This 
focused course equips students with 
a clear understanding of the built-in 

security features of Java as well as 
best practices for coding securely. 
Topics include Web applications, input 
validation and output sanitization, 
logging and exception handling, data 
access security basics, and privacy 
and secrets. Students should have an 
understanding of information security 
basics before taking this course; our 
Application Security Fundamentals 
course is the ideal prerequisite.

Secure .NET Coding 

This role-specific intermediate course 
is designed for experienced developers 
and architects working in a .NET envi-
ronment. This focused course equips 
students with a clear understanding 
of the built-in security features of .NET 
as well as best practices for coding 
securely. Topics will include: authentica-
tion; authorization; auditing and logging; 
exception handling; input validation; an 
introduction to cryptography;  

Development  
Staff

By identifying and resolving vulnerabilities early in the software develop-
ment lifecycle, your team can substantially—and cost-effectively—reduce 
information risk. Only recently have companies begun to meaningfully  
integrate security into the software development lifecycle. Secure coding 
has been greatly advanced by the adoption of formal software security  
assurance methodologies. Essential to the successful implementation of 
these methodologies is role-specific training for all development staff—
whether they are architects, developers, QA testers or managers. 

Our courses for development teams begin with an overview of fundamental 
secure coding principles. Students learn the many ways in which vulnerabili-
ties in software code may be exploited by attackers and are shown the value 
of secure development. Building on this understanding of the risks inherent 
in software development, students learn solid architecture, design, testing 

and implementation principles. From there, they explore ways to root out 
security issues within existing systems and how to effectively respond to 
evolving security threats.

DS

On-Demand Course

Instructor-Led Course

Coming Soon

COURSES
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and application testing approaches. 
Students should have an understanding 
of information security basics before 
taking this course; our Application  
Security Fundamentals course is the 
ideal prerequisite.

Secure Web Coding 

This role-specific intermediate course 
is designed for developers, architects 
and technical QA staff who code 
Web-facing applications. This focused 
course equips students with a clear 
understanding of common attacks 
against Web-facing applications and 
best practices for coding securely. 
Topics include building secure Web 
applications, XML and Web services, 
input/output validation, top Web 
vulnerabilities, application security 
tools, and privacy and secrets. Stu-
dents should have an understanding 
of information security basics before 
taking this course; our Application 
Security Fundamentals course is the 
ideal prerequisite.

Secure C/C++/C# Coding

This role-specific intermediate course 
is designed for developers, architects 
and database administrators working 
on development efforts coded in  
C/C++/C#. This focused course 
equips development teams with a 
deeper understanding of application  
security, a clear understanding of the  
most common attacks against soft-
ware coded in C/C++/C#, and best 
practices for coding securely. Topics 
include memory corruption bugs, 
design bugs, privacy and secrets,  
secure coding, static analysis and 
fuzzing. The instructor-led format  
of this course also offers students  

a series of hands-on labs focused 
on architecture review, penetration 
tests, secure code review, client  
tampering, network sniffing and 
server-side attack defense. Students 
should have an understanding of 
information security basics before 
taking this course; our Application 
Security Fundamentals course is  
the ideal prerequisite.

Architecting Secure Systems 

This course is designed for experi-
enced developers and architects. This 
two-day course equips students with 
a comprehensive understanding of 
secure system design. This course 
uses the students’ own architectures 
as examples, so results are directly 
applicable right after class. The course 
includes a live architecture review of ac-
tual architectures to demonstrate how 
to conduct a full-fledged architecture 
review. Topics will include: methods 
of attack; security goals and controls; 
security principles; network security; 
host security; application security; an 
introduction to cryptography; identify-
ing and managing risk; security policies 
and security assessments.

QA Testing for Secure Applications 

This introductory course is designed 
for quality assurance professionals 
who need to understand how to test 
their systems for security. The course 
offers students a comprehensive 
introduction to common application 
vulnerabilities and their exploitation 
and equips them to test for these  
vulnerabilities before applications go 
into production. Through lab-based 
learning, students identify vulnerabili-
ties in a sample application and learn 

to take these lessons back to their  
own applications. Topics will include: 
the attacker mindset; security testing 
tools and techniques; the basics  
of netcap and nmap; mapping the  
application; error handling and  
information leakage; common 
authentication flaws; authorizations 
flaws; exploitation of logic errors; 
advanced SQL injection attacks; 
cross-site scripting attacks; cross-
site request forgery; Web services 
forgery; buffer overflows; and  
rootkit technology.

Language-Neutral Secure Coding 

This role-specific intermediate course 
is designed for experienced develop-
ers, architects and QA professionals 
working on application development 
teams that code in mixed technologies. 
This course uses language-neutral 
examples to equip students with an 
intermediate-level understanding of 
common application vulnerabilities 
and best practices for coding securely. 
Many concepts are illustrated through 
secure Web and Java coding examples. 
Topics include handling input and out-
put, an introduction to cryptography, 
planning for secure deployment and 
operations, security testing, architec-
ture review, and penetration testing 
techniques. Students should have an 
understanding of information security 
basics before taking this course; our 
Application Security Fundamentals 
course is the ideal prerequisite.
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Security 101 for Systems  
Administrators 

This introductory course is designed 
for network administrators, systems 
administrators, data center teams 
and other IT staff. This course equips 
students to better understand and 
protect network, data center and  
systems operations. Topics will 
include: operating systems access 
control; network access control;  
application access controls; user 
access management; monitoring 
system access and use; operational 
procedures and responsibilities;  
and audit controls and tools.

Database Security Fundamentals 

This role-specific course is designed 
for DBAs, IT staff and technical QA 
staff who build and/or test SQL  
databases. The course equips these 
staff with a clear understanding of  
best practices for deploying secure 
systems using databases. Topics  
will include: database hardening; 
audit controls; client-to-database and 
database-to-database authentication 
& access controls; implementing and 
enforcing the principle of least privi-
lege; proper use of Web services when 
accessing databases; and common 
database attacks (including advanced 
SQL injection). Also covered is a  
detailed introduction to the benefits 
and pitfalls of database encryption.  

Infrastructure Security  
Fundamentals 

This course is being designed. Please 
contact us for more information.

IT Operations 
Staff

Employees who are on the front lines of deploying, managing and  
securing information technology must be well-equipped to protect  
sensitive information. We provide role-specific, on-demand and  
instructor-led security training programs to help your entire information 
technology team—from system architects to database administrators— 
deploy, maintain and protect the enterprise infrastructure. 

IT

On-Demand Course

Instructor-Led Course

Coming Soon

COURSES
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About Safelight
Safelight is a leader in security education—our integration of deep security  
expertise and innovative approaches to interactive learning sets us apart.  
We help organizations build comprehensive education programs that go  
beyond training to measurably shift the way employees think about the value of  
information and their role in protecting it. We offer a full range of instructor-led 
and on-demand courses for development, IT and general staff; each role-specific 
course is part of a larger program designed to cultivate a culture of security 
across the organization. 



220 West Exchange Street, Providence, RI 02903   P 800.616.4969   F 401.632.4001

www.safelightsecurity.com  




