Technology alone will not save you.

The Safelight Difference

The depth and breadth of

our security knowledge and
experience is unmatched among
training companies. Security is
not one-size-fits-all and we are
uniguely positioned to understand
what security means for your
organization.

We speak the language—a few
in fact! Development, IT, security,
lines of business—they all

speak a different language and
come to security with different
perspectives, biases and (some-
times) misconceptions. We are
fluent in the language—and the
culture—of each of these groups,
making us ideal translators in
organization-wide conversations
about security.

We are solely focused on
education. Unlike security
consulting firms that add a

day or two of training to their
engagements, we are fully
dedicated to developing and
delivering educational content—
whether instructor-led or
on-demand.

We are adaptive, flexible and
client-focused. Our modular
curriculum offers flexibility and
we know how to get education
programs up and running quickly.

When you look closely at an exposure of valuable
information, often you will find its origin in the
everyday behavior of people at work.

Is there a person in your organization who is not in a position—every day—to behave

in a way that either exposes or protects the valuable information that is in their hands?
You have deployed innovative technology to address this information risk. But technol-
ogy alone is not the whole solution, because no matter how much technology-based
defense and offense you have in place, people—actual people—interact with sensitive
information. It has always been and will always be so.

Leading organizations are assessing the people side of their information risk and
building security education programs that recognize the potential of employees to
protect the valuable information that's in their hands. They are cultivating a culture
of security across their organizations and it is making a difference.

Safelight is a leader in security education—our integration of deep security expertise
and innovative approaches to interactive learning sets us apart. We help organizations
build comprehensive education programs that go beyond training to measurably shift
the way employees think about the value of information and their role in protecting it.
We offer a broad range of instructor-led and on-demand courses for general staff,
application development teams and IT operations staff.

Safelight



On-Demand Course
Instructor-Led Course
€ Coming Soon

GS Courses
Information Security Awareness
Information Privacy Awareness

Security Awareness for Management

DS Courses
Introduction to the Secure Software
Development Lifecycle (S-SDLC)
Application Security Fundamentals
Secure Java Coding
Secure. NET Coding
Secure Web Coding
Secure C/C++ Coding
Architecting Secure Systems
QA Testing for Secure Applications
Language-neutral Secure Coding

IT Courses
Security 101 for System
Administrators
Database Security Fundamentals

€ Infrastructure Security
Fundamentals
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Courses for General Staff

Security is every employee’s responsibility. General staff across marketing, human
resources, sales, operations, legal, finance and customer service handle personally
identifiable information, payment information, protected health information, intellec-
tual property, confidential company plans and financials. Many of these people carry
this sensitive information into the world outside the office on laptops, mobile phones,
USB drives and paper—ijust in the course of doing their work every day.

Security rests in all of these employees’ hands in different ways. A misstep by any

of one of them could create an opportunity for a motivated attacker. A shift in the way
employees think about and protect sensitive information can be a company’s best
protection. Safelight's on-demand and instructor-led courses for general staff are
designed to reduce your organization’s information risk by increasing security
awareness among your business staff.

Courses for Development Staff

By identifying and resolving vulnerabilities early in the software development lifecycle,
your team can substantially—and cost-effectively—reduce information risk. Only
recently have companies begun to meaningfully integrate security into the software
development lifecycle. Secure coding has been greatly advanced by the adoption of
formal software security assurance methodologies. Essential to the successful imple-
mentation of these methodologies is role-specific training for all development staff—
whether they are architects, developers, QA testers or managers.

Our courses for development teams begin with an overview of fundamental secure
coding principles. Students learn the many ways in which vulnerabilities in software
code may be exploited by attackers and are shown the value of secure development.
Building on this understanding of the risks inherent in software development, students
learn solid architecture, design, testing and implementation principles. From there,
they explore ways to root out security issues within existing systems and how to
effectively respond to evolving security threats.

Courses for IT Staff

Employees who are on the front lines of deploying, managing and securing information
technology must be well-equipped to protect sensitive information. We provide role-
specific on-demand and instructor-led security training programs to help your entire
information technology team—from system architects to database administrators—
deploy, maintain and protect the enterprise infrastructure.

Customization

Both instructor-led and on-demand
courses can be customized to meet

the specific requirements of each client.
Clients can customize any course by
modifying or removing standard content
and/or adding custom content.

On-Demand Delivery

All of Safelight's courses are SCORM
1.2-compliant. Courses can be integrated
into a client’s Learning Management System
or delivered as an on-demand service
through Safelight's education portal.



